ORIC Decision Tree: Choosing Level 1

1

Has apparent or actual intent to defraud,
circumvent regulations, break the law or
company policy been determined,

established or alleged? —®| or health and safety laws.

N l
3.
Was the unintentional act or omission
inconsistent/against with employment

law or health and safety laws OR a
payment/settlement for personal injury

N l
9
Was there loss or damage [P
to physical/fixed assets?

to

N

Ln R |-

Damage

physical
assets

10

Was there technology, telecommunication
(hardware and software) disruption or utilities
failure/outage or disruption?

2

Was it an intentional act of omission or
a pattern of behaviour, which was
inconsistent/against employment laws

4,

Was at least one member of the
firm’s staff involved in the
incident in box 2?

Employment
Practices
and
Workplace

Safety

o/

External
Fraud

Internal
Fraud

Business

N l
11

Was there an unintentional or negligent failure
to meet a professional to specific obligation to

client(s), i.e., failed to act in the best interests —

of the client (fiduciary and suitability
responsibilities), OR did clients suffer a loss as
a result or design of products?

Disruption
and System
Failures

Y 12

Execution,
Delivery &
Process

Management

Was the customer impacted
from a routine error in client
documentation, account
management or transaction
processing?

Clients,
Products &
Business
Practices



ORIC Decision Tree: Choosing Level 2

Internal
Fraud

External
Fraud

Employment
Practices &
Workplace
Safety

13
Was there any unauthorised

—— P usage of systems or —>

unauthorised/unreported
transactions?

14

Were any assets stolen, deliberately
destroyed or misappropriated. Was
there any evidence or deliberate
tampering of personal details or
confidential information?

15
Was there any evidence of systems

sabotage? —p

16
Was there any evidence of assets
being stolen, forgery or fraudulent

claims transactions.

17

Was there any inconsistency with
employment law, industrial action or
loss of key staff?

18
Did the loss occur due to Health
and Safety or Liability Issues?

19

Was there any lack of compliance in
regards to equal opportunities or
human rights breaches?

Unauthorised
Activity

Theft and
Fraud

Theft and Fraud

Employee
Relations

Safe Environment

Diversity &
Discrimination




ORIC Decision Tree: Choosing Level 2 ctd.

Clients Products
and Business
Practices

20 Y
Were there any regulatory
breaches or failure to comply with
the Data Protection Act.

Suitability
Disclosure &
Fiduciary

21 Y
Was the loss a direct result of

Money laundering or other improper |———— P>
market practices

Improper
Business or
Market Practices

N
Y
22
Was the loss due to inadequacies Product Flaws
with the product
N
Y .
23 Selection
Were the losses due to inadequate Sponsorship and
client vetting Exposure

24 Advisory Activities

Did mis-selling occur

Damage to 25

Physical Assets Was the loss caused by natural
disasters or terrorist activity causing
damage to a firm’s physical assets

Disasters and
Other Events

Business
Disruption and
System Failures

26
Was the loss caused by a technical
system failure or fault?




ORIC Decision Tree: Choosing Level 2 ctd.

Execution, Delivery
and Process
Management

27

Was there a failure to capture
information or document the
process?

Transaction
Capture,

Execution and
Maintenance

28
Did the loss occur due to failures in
mandatory reporting procedures?

Monitoring and
Reporting

29

Was the loss caused by
poor/inadequate capture of
customer information?

30

Did the loss occur due to incorrect
payments or inadequate
customer/client records?

Y
> Customer Intake
and
Documentation
Y
Customer/Client

Account
Management

31
Did the loss occur due to poor
publicity from third party actions?

Trade
Counterparties

32
Did the loss occur due to a vendor
delivery failure/disputes?

Vendors and
Suppliers
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